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Disclaimer

>This presentation is based on current information and resource allocations as of August 17, 2007 and is subject to
change or withdrawal by CA at any time without notice. Notwithstanding anything in this presentation to the contrary,
this presentation shall not serve to (i) affect the rights and/or obligations of CA or its licensees under any existing or
future written license agreement or services agreement relating to any CA software product; or (i) amend any product
documentation or specifications for any CA software product. The development, release and timing of any features or
functionality described in this presentation remain at CA's sole discretion. Notwithstanding anything in this
presentation to the contrary, upon the general availability of any future CA product release referenced in this
presentation, CA will make such release available (i) for sale to new licensees of such product; and (ii) to existing
licensees of such product on a when and if-available basis as part of CA maintenance and support, and in the form of
a regularly scheduled major product release. Such releases may be made available to current licensees of such
product who are current subscribers to CA maintenance and support on a when and if-available basis. In the event of
a conflict between the terms of this paragraph and any other information contained in this presentation, the terms of
this paragraph shall govern.

>CERTAIN INFORMATION IN THIS PRESENTATION MAY OUTLINE CA'S GENERAL PRODUCT DIRECTION. ALL
INFORMATION IN THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY AND MAY NOT BE
INCORPORATED INTO ANY CONTRACT. CAASSUMES NO RESPONSIBILITY FOR THE ACCURACY OR
COMPLETENESS OF THE INFORMATION. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES
THIS DOCUMENT “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. IN NO EVENT WILL CA BE LIABLE FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM
THE USE OF THIS DOCUMENT, INCLUDING, WITHOUT LIMITATION, LOST PROFITS, LOST INVESTMENT,
BUSINESS INTERRUPTION, GOODWILL OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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Abstract

> Managing console logs is a critical task, and one that can

be complicated when multiple systems are

supported. This presentation looks at ways to automate
and simplify the following tasks: Keeping a daily log of
all z/VM system messages, commands entered, and
response messages and return codes; Keeping in the
same daily log all Linux console and syslogd or syslog-ng
messages for all Linux servers; Keeping the log organized
without filling up spool or disk space; Easily reviewing the
log online for selected periods; Storing older logs on tape
for as long as required.
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>

>

CA Solutions for Linux on System z
Announcement Overview

New product enhancements and strategic partnerships will help you

reduce costs, improve performance and more efficiently manage Linux
on System z

New releases of CA VM:Manager Suite for Linux on System z provide various
feature enhancements including new support for managing tapes for Linux on
System z, and others that help customers install, deploy, and service their CA
z/VVM products more effectively and quickly

Velocity Software zVPS Performance Suite complements CA solutions with
real-time access to detail data from z/VM and Linux on System z platforms for
optimized performance, capacity planning and cost chargeback

INNOVATION Data Processing UPSTREAM for Linux on System z and
UPSTREAM for z/0S UNIX extend CA data protection capabilities with file level
backup for Linux on System z and z/0OS UNIX files

CA Mainframe Connector for Linux on System z allows CA z/0OS-based
automation products to receive event information from Linux on System z
environments

Combined, these solutions will help remove barriers and reduce time,

cost and risk of consolidating workloads to Linux on System z

4
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Logging System Messages

> Challenge:

5

Keep a daily log of all z/VM Messages, Commands, Responses
and RCs

Keep in the same daily log all Linux console and SYSLOGD or
SYSLOG-NG messages for all my Linux servers

Keep the log organized while managing spool or disk space
Be able to review logs online for any date and time
Retain logs on tape for as long as needed

How to Automate Common z/VM and Linux on System z Tasks Copyright © 2011 CA, Inc.



Logging System Messages

> Solution:
= CA VM:Operator

— Maintains log of all messages, commands, responses and RCs

- Maintains log of all Linux console, SYSLOGD or SYSLOG-NG
messages

- Maintains daily logs with easy access online
= CA VM:Backup

- Automatically backup log files

- Provides limited retention
= CA VM:Archiver

— Automatically archive log files

— Provides permanent retention
= CA VM:Schedule

- Automatically schedule backups and archives
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SYSLOG disk kept at 99%

link operator 140 140 rr

WMHACITOL1LY1T CP command "LINE COPERATOR 1D0 RR T

VIMHACTO1LY7 2T Accepted wia system rule: ACCEPT GUITRTOL LINK * * (NOPASS

DA=SD 01D0 LINKED R/AO0; R/SW BY OPERATOR

Ready ;s

acc 140 b

DMEACPT722T B O(1IDOYy RSO

Ready:;

g disk b

LABEL VDEAN M =TT ¥ TYPE EBLESZE FTLES BLK=s USED—- (%) BLK= LEFT ELEK TOTAL
VMY 1Do  1DO0 B RSO 2 3290 4096 104 536—9%9 4 540
Readwy;

RUNINING ZWIE 10

Connected ko usile n port 23 31/ UM




SYSLOG files reside on OPERATOR 1DO

link operator 140 140 rr

WMMACIO1L71TI CP command "TLINEK COPERATOR 1D0 RR T

VIMHACTO1LY7 2T Accepted wia system rule: ACCEPT GUITRTOL LINK * * (NOPASS
DAsSD 01D0 LINKED R/0; R/W BY OPERATOR

Ready ;s

acc 140 b

DMSACPT7Z23T B O(1DO)y RSO

Ready:;

list *= * b (d

FTLENAME FILETYPE FEFM

0S0a04
090505
0S0a07
0S0a0s8
0S0s0%
0S0slo
0S0aell
0S0elZ
D905l 4d
0S06l5
0S0ala
D90 slY
0S06ls
0S0als
090 s2l
090622
080623
0DS0s24d
D90 B25
0S0aezZa

Connected ko usile

SYSLOE
=Y LOE
SYSLO=
SYSLO=
SYSLOE
SYSLOE
SYSLO=
SYSLOE
SYSLOE
SYSLO=
SYSLOE
SYSLOE
SYSLO=
SYSLO=
=2TYSLOE
SYSLOE
SYSLO=
SYSLOE
SYSLOE
SYSLO=

BE1
B1
Bl
EBEL1
B1
Bl
BE1
BE1
B1
BE1
BE1
B1
Bl
EBEL1
B1
Bl
BEL
BE1
B1
BE1

o L e e e B o e B B B B B B B L R e R e R ey ey R

[
M

FOREOOWWWWNEERREWNEW®

[
[N

HOoRWBUWWLWWWNEREERREWRNEWO®

DaATE
5/05/0%
5/05/09
6,/08/0%
5/09/,0%
/10,09
5,11 ,/09
&/ 12/0%
/12,09
o/15/09
a,/1e/,0%
/17 /09
o/18/09
6,18,/ 0%
5/20/0%
S/22/09
e/ 23,/09
5/24/,08
/25,09
0/ 26/09
&,/ 27/,0%

[0 T 0 T T G O 0 0 o S B B D 0 I 0 (YT SO

HOLDING

FIJr




SYSLOG files reside on OPERATOR 1DO

system [

0S0az%
0905320
0S07O0L
0So70z
0S0703
090V 06
OSo707
oSo7og
o907 o9
0S0710
0S071z
090713
0So0714
0S0715
0S071le
(GRS 10 Ry

5/30/,0%
T/0L1L/09
T/S0Z2/709
T/03/508
T/04/09
T/S07 /09
7/08/,09
T/08/709
7/10/09
7/711/09
T/13/708%
7/14/09
7/14709
T/18/08
T/S17 /09
7/S18/,09

N -
NRPHEWORHEENWONRE R PR
N -
NEHEWREHEENON R B R S

0S0720
0S07Z21
D90V 22
0S0723

T/21/08
T/SZ22/09
T/SZ23/009
7/24/7,09

o L
oW m
o W
HWm

0So07z24
oD9oFZ2y
090728
0S0725%
0S07 320
0807321
0So0s03
oSogo4
090805

T/25/09
7T/Z28/09
T/SZ29/,09
T/30/708
7T/31/09
g/,01/09
8/,04,/,08
8/05,/0%
8/08,/,09

ooOOOO0O0OCOoOCCoCOoOOoOOoO0OC0C0O0OO0OmOOOOO0OO0OO00OO0OO0

i)
=)
E
E
I
E
E
I
E
E
I
=)
E
i)
i)
E
E
I
E
E
I
E
E
i)
=)
E
E
I
E
E

N S g
R S S

MR
H R

0S0B808 8/,07/,09

HOLDING

Connected ko us orn pork 23 31} LM




SYSLOG files reside on OPERATOR 1DO

system [

0SoB807
oSozg1lo
0S0s811
oSoglz
0So0El3
oSos1l4
0Sos8le
0OSo0gly
oDSogsls
oSogz24d
oSoEZs
090826
0soBZ2Yy
0SogzZg
0So0g320
0S0B831
O0S0S0ol
0SoS0Z
oDSoo03
0So0S04
0S090&
oSosoy
0So908
0S0S0%
oSo09l10
oSooll
0S0S9l13=
oSo9l4d
0DS09ls
0S0Sle

Connected ko us

i)
=)
E
E
I
E
E
I
E
E
I
=)
E
i)
i)
E
E
I
E
E
I
E
E
i)
=)
E
E
I
E
E

MeERBEWHRUOHEFEFWORNEREREBERREENBEWONORNNEN B &

MR WHEORERORNEREREEREENEONWRNEN

8/,08/,08%
g8/11/0%
g/1z/09
8/13/08
8/14,/09
8/15/09
8/,17/,09
8/17/09
/18,709
8/25/,09
8/26/,08%
8/27/09
8/,28/,09
8/,29/708%
8/31/09
o/01 /09
S/0Z2/089
S/S03/09
S/04/09
S/ 05/,009
S/S07/09
S/08/09
S/, 08/09
S/10/0%
@/11/09
o/1z2/009
/14068
S/15/09
S/1le/09
S/ 1709

ooOO0OOoOO0O0OCOoCCoCOoOOoOOoO0OC0C0O0OC o000 OO OOOOO

HOLDING

FIJr




SYSLOG files reside on OPERATOR 1DO

system [

oSoel7
ocoels
oS0ez0
oSoozl
BRSHORS prr
GRSTORS MR
ocoez4d
BRSIORS g
GRSTORS NS
ORCIORShoRs
0902320
091001
ocl1o0z2
O0Slo04d
091005
0291006
ocl1oa7
osloog
oclooo
0S1o011
0slo1lz
091013
oSl1o014
091015
Ready;

Connected ko us

i)
=)
E
E
I
E
E
I
E
E
I
=)
E
i)
i)
E
E
I
E
E
I
E
E
i)

WOHORHEWOREERN-JRN O -] WWE O -0 0w

WHE DR WHERENSTR DWW R0 -0 W W

S/1l8/0%
@/19/09
o/ 21,/09
S/Z2/08
S/S23/09
S/24/09
S/ 25/,09
S/26/09
S8/29/09
S,/ 30/009
lo0/01/0%
10/02/,0%
10/03/,09
10/705/,0%
10/06/,0%
10/07 /09
10/08/,09
10/,09/08%
10/,10/,089
10/12/,09
10/13/08%9
10/,14/,089
10/15/,09

l1o0/15/08 1

WoOOoOOoOoOO0O0oOo0O0O0OC0CO0D0OO0OOoO0OO0OO0O0OD0O0

RUNINING

FIJr




VMYEDLOG to view any SYSLOG (1)

system [

vmmyedlog 0921015
RUNNINGS EVIMG10

Connected ko us am pork 23 FIJr




VMYEDLOG to view any SYSLOG

system [

081015
081014

vimmyedlog S

Connected ko us

091012
081011
09100%
o9loos
081007
091006
091005
081004
0S100Zz
09100l
DS0930
080924
[GRSIO RIS S
090925
0D80Sz24
090923
Don9i22
osoazl
0S0S20
o909 ls
osoely
0S0%1le

E
E
I
E
E
I
E
E
I
=)
E
i)
i)
E
E
I
E
E
I
E
E
i)
=)
E
E

NMHEWOWED IR OB, WW-1TON-ITNERPROREOR WD

MNHEHWWREDPE OO0 INERPEORE O D

10/15,/,0%
10/715/,0%
l1o0/14/,0%9
10,1309
10/12,/,0%
1l0/10/0%9
lo0/,09,09
10,/,08,/,0%
1o0/,07 /0%
lo0/08,/,0%9
10/05,/,0%
10/,03,/,0%9
lo/0z2/,09
10/01L,/,0%
S/SZ0/09
S/Z9/09
S/ 2/ 09
S/, 25,09
S/Z24/09
S/ Z23/09
QS22 0%9
S/,Z21/09
S/l 09
9,/,18,/, 09
S/SA17/09

FIJr

COO0OO0OoO0O0O0CO0O0OO0OO0C0OO00OO0O0O0O0Oo0O00OW




VMYEDLOG to view any SYSLOG

0S1015 VMYEDLOGE Al WOl 3Z2 Trunc=132 Size=408 Line=187 Col=1 &Alt=0

52:39 GUIRTO1 00Z2C VMYCHMD1I112T BEnding command admin with completion <
52:00 OPERATOR *32 SEROAE D0Z23 LOSOFE AS SUTUIRIOL UsERS = 15
:52:05 OPERATOR *3 SRAR D023 LOEON A VMRBMATNT USER=E = 1o
5312 VMRMAINT O002Z2F WMYCMDILI111l1TI Beginning command: rvs JquUuerys
5212 WMRMATWNT O00Z2F WVMYCMDI1I112T EFnding command rvs with completion cod
:58:1g MATMNOPEER 00320 VMYINIOO1SR Enter: remobte zwvm530 cp O Ltape
18 MATINOPER 0030 An active tape was not found.
5g:lg MATITNOPER 0030 WVMYINTOOO&T 0.000 Ready:;
12:17 MATITNOPER 0031 WMYINIOO1SR Enter: O tape
17 MAINOPER 0031 An active tape was not found.
1Z2:17 MATITNOPER 0021 WMYINTIOOO&T O.005 Readsy;
12:23 MATNOPER 0032 WMYINIOO1SR Enter: rwvs guersy
1Z2:23 MAINOFER 0032 WriteCctr
23 MATINOPER 0032
23 MATINOPER 0032 FErabled
23 MAINOFPER 0032 Enakbled
23 MATNOFPER 0022 WMYINIOOOGI 0.000 Ready:;
25 MATNOPER 0023 WVMYINIOO1ISR Enter: rvs Jquery
25 MAINOPER 0033 WriteCctr ReadCtr
25 MATINOPER 00323
1Z2:25 MATITNOPER 0033 FErabled
1Z2:25 MAINOFRPER 0033 Enakbhled
1Z2:25 MAINOFPER 00322 VMYINIOOOGI 0O.000 Read:y;
12:30 MATWNOPER 0034 WMYTINTOO19R EFnter: filel
12:49 MAIMNOPER 0024 WHMYINIOOOEI 0O.003 Readsy;
1Z2:57 MATITNOPER 0035 WVMYINIOO1ISR Enter: takle load log zwvmolO
12:57 MAINOPER 0035 WMYTABOZOI Loading ZVMelo LOSTARLE.
MATMNOPER OO025 WHMMYINIOOO&T 0O.000 Readsy;

X BE D I T 1 File

‘Connected ko usil: n port 23 31/7 [T




CA VM:Archiver list of SYSLOG files to
archive

system [

Connected ko us

081015
091014
091013
08101Z=
091011
091009
081008
0S1007
091006
091005
081004
09100z
09100l
0DS0S320
090929
ORSIO NSRS
080925
0S0S24
090923
0D8oazZz
0So0Sz1

E
I
E
E
I
=)
E
i)
i)
E
E
I
E
E
I
E
E
i)
=)
E
E

=l O WWw-10N-NEREWOREUEWD

e B N o PV OVEE IO LIV ICS I WV S VI O S

10/15,/,0%
10/15/0%9
10,1409
10/,13/,0%
lo/12/,0%
lo/,10/,0%9
10/,09,/,0%
10,/,08,0%9
lo/07 /09
10,/06,/, 0%
10/,05,/,0%
10/03/,0%9
lo0/,02,09
10,/,01,/,0%
S/S30/09
S/ zZ9/09
@S 28/, 09
S/,25/09
S/ 24/ 09
9SS Z23/,09
S/,Z22/09

FIJr
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CA VM:Backup job backing up SYSLOG
files to DASDtape

vimbackup submit syslog

YWMBSTJIO164T Jokb has been created from Jokb template SYSLOG and placed in the pend
ing Jjob Jgqueuse.

Ready;

RDER FILE 0OO0O5 SENT FROM VMBACKUER BUN WAS 0257 RECS 0013 CFPY o0l A NOHOLD NOKEEPR
RDR FILE Q0005 SENT FROM VMBACKUEP PRT WAS 0Z5383 RECS 0072 CPY 00l P NOHOLLD NOEEEPR

RUNINING ZWIIE 10

Zonnected ko usile MM




CA VM:Backup console showing backup
of SYSLOG files to DASDtape

1l4:46:46 SUIRIOL 01 VMBCMDOO11T Beginning command: WVERSION

l4-4de:4de SULRIOL 01 VWMBCHMDOO12IT Ending command YERSION with completbion code 0.
144648 SUTRTOL 0Z VMBCMDOO11T Beginning command: VHMBACKUPR

14:49:21 SUIRIOL 0z VMBCMDOO12T Ending command VMBLZCKHKUP with completion code 0.
14:49:33 SULRIOL 02 VMBCMDOO11I Beginning command: WVMBACKUPRP

14:49:50 GUIRIOL 03 VMBCMDOO12T Ending command VMBACKUP with completion code 0.
14:49:59 GUITRTOL 04 VMBOMDOOT1T Beginning command: SUBMIT SYSLOG

14:50:01 GUIRITIOL1 04 VMBSTJIJO1ls4l Jolb has kbheen created from Job Lemplate SYSLOGE a
nd placed in the pending Job gueue.

14:50:01 GUIRTO1 04 VMBCMDOO1Z2T Ending command SUBMIT with completion code 0.
WVMHACJIO1LT71T CP cormmand TSPOOL SUIRTIO1I T

VMHACITO1T7Z21T Accepted wvia default system rule: ACCERPT * SPOOL

14:50:01 WVMBACKUP 05 VMBMNEPOlaaeT Rackup Jjob SYSLOE has been started.

14:50:01 WVMBACKUP 00 YVMBDTPOT7I10I DasSDtape 1ES5002 on tape disk 01ES has kbheen moun
tLed on 0210 for Jokb SYSLOG.

14:50:01 WVMBACKUERP 05 VMBTUPOZO4T Mount on 03210 for wvolume 1ES003 has completed =
uccessftul 1.

14:50:05 WMBACKUP 00 YMBDTPOT71Z2ZI DASDLbape 1E5002 on tape disk 01ES has kbheen demo
unted from 0310 for jJjob SBYSLOG.

14:50:05 WVMBACKUP 05 VMBMMPO3I08T Stream 1 for Job SYSLOG has completed.

14:50:058 WVMBACKUP 05 YVMBCMEOS631T Catalog 00000000 was created on catalog minidis
ke O1BO.

14:50:05 WVMBACKUP 05 VMBCMREO433T Updating catalog indesx files for 00000000 DUMPBJ
OB

14:50:05 WVMBACKUE 05 YVMBCMEO434T Catalog index files for 00000000 DUMBPJOBE hawve I
e=n updated

14:50:05 WMBACKUP 05 VMBCMEOS64T Maximuam space used on catalog minidisk 01BO dur
ing the Jokb was 17 blocks of 5940 (0%) .

14:50:05 VMBACKUF 05 VMBFCCOZSoOI 00000000 DETATIL was verified.

VMHACTO1LT71IT P command TSPOOT, GUTRTOT T

HOLDING ZWIE 10

Connecked o usile i pork 23 31} PR




CA VM:Backup console showing backup
of SYSLOG files to DASDtape

WVMHACIO1T72T Accepted via default system rule: ACCEPRPT * SPOOL

WIMHACITO1LT7 1L CP cormunarid

TSPOOL SUIRIO1 T

VMHACTO1LY7 2T Accepted wia default system rule: ASCEPRPT * SPOOTL

UM FILE
14:50:05
977K out
FRT FILE
14:50:05
wWwas 1.5
14:50:05

Connected ko usile

0z257%7 SENT TO SUTUIRIOL
WVHMBACKUER 05 VMBMMNEPOOT &L
of 114M bhvites.

0258 SENT TO SUTRTOL
WVHMBACKUER 05 VMBMMNEPOOTTI
out of 114M bhvites.
WMBACKUERE 05 VMBMNEPOL&TT

RDE 232 o005 RECZCS 00132 CPY o0l &~ NOHOLD NOKEEPR
Wirtual storage required to run Job SYSLOG was

RDE 235 0006 REZS 0078 CPY o001 P MNOHOLD NOKEEREPR
Maximum virtual storage used during Job SYSLOG

Baclkup Job SY3ILOG has ended.

RUNINING ZWIE 10

FIJr




CA VM:Backup list of SYSLOG files to
restore

SFMRABCT

Type R next to each file you want to restore, restore a minidisk

or a directory. Then press PEO.

or type R*

Reqg

Filename
090604
09005
090607
0906008
090609
09010
090611
090612
090614
09015
090616
090617

Filetype
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG
SYSLOG

Vaddr
01D0
01D0
01D0O
01D0
01D0
01D0
01D0O
01D0
01D0
01D0
01D0O

Last Revised

06/05/09
06/05/09
06/08/09
06/09/09
06/10/09
06/11/09
06/12/09
06/12/09
06/15/09
06/16/09
06/17/09
06/18/09

00:
14:
00;
00:
00:
00:
00;
14:
00:

Records
12

W MN oo W NP WD

Backup Date/Time

10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09
10/15/09

14
14
14
14
14
14
14
14
14

03
: 53
103
:53
03
: 53
103
:53
53
: 53

7 Secname
Backward 8 Forward

FIJr




Message Filtering

> Challenge:

Missing important messages on OPERATOR console
Messages scroll off the OPERATOR console too fast
Most messages are noise and not critical to operations

20 How to Automate Common z/VM and Linux on System z Tasks Copyright © 2011 CA, Inc.



Message Filtering

> Solution:
= CA VM:Operator Routing Tables
— Maps console messages to actions
— Actions control how message is displayed or processed
= Additionally CA VM:Operator can
— Filter common noise messages
— Provide special display for important messages
= Keep critical messages on the screen

21 How to Automate Common z/VM and Linux on System z Tasks Copyright © 2011 CA, Inc.



SYSTEM window showing important messages
(1) in red and white

SYSTEM O00% 29 Users VM Operator on OFPERATOR (TESTCET) Thu 15Oct09% 13 :05%
VMYINIOOET7I Starting system process: REVERT 120 3YISTEM

VMYTINTOOSV7T Starting system process TAPEMGR HILITGHT ALARM BELAPSED

VMYINIOOST7TI Starting svyvstem process: SECUSER LNNXIBMDS SECTARBLE LNXIBMDS
VMYSEBECO1T76l LNXIBMDS routing table loaded for LNXIBMDS window on MATHNOPER consol
VMYINIOOS7I Starting svyvstem process: TAPEMGR RDYM3G HILIGHT DISPLAY 8
VMYTWNTOOS7T Starting svstem process SESETON=E 8 SYSREQ FPFZ PF1 PFEZ

VMYINIOOS87TI Starting system process: REVIEW * TIMBOUT 180

VMYLGSHOZ268T Session LINUX DIALOS processing has completed.

VMYTHNTOOSS8T Ending SESSTON, RC= 0, WVirtTPU=0.000

WVMYINIOOST7T Starting system process: REVIEW LMNXIBMDS TIMBOUT 120

VMYCFGEOO0OZ3T ITnitialization complete at 13:04:48 on 150ct09.
Logging on SESSICON1L as NEWID
Logging on SESSIONZ as NEWIDL

13:04:50 From VMSPOOL VMLSYS040W Spoocl space 1s 67 .78% full, increasing at
8.28% per minute.
13:04:50 From VMIPOOL VMLEYIO04A3W Spool space is projected to reach 85% full in
2 minutes.
Logon Reconnect of NEWID took 32.53
VMYLGHOZ268T Session SESSICHN1I DIALOS processing has completed.
Logon Reconnect of NEWID1 toolk 3.54
VMYLSH0Z2E68T Session SESSIONZ DIALOS processing has completed.
rdrl
VHMYTINIOOOsT O0.005 Ready;
13:05:20 From VMSPOOL : VMLSYS186eI Spocl space 1= 55.36% full, now below
threshold value.
SYSTEM Window
ViewwPretw 4= RemvLine Remv 211 Retrieve
Repaeat 10= Print Expand Remv Too
MATINOPER

FIJr 13:05:14 |IB
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SYSTEM window showing important messages
red got held, white rolled off

Thiu 150ct0S 1l4:12

1l4:12:18 From VMSECURE: 41:15 VMXSEROS5&68I Servant VMHXISO004 has besen deleted.
14:1Z:1e From VMSECURE: 13:41:16 VMXATE1Zaell Agent TESTCP11l has connected.
14:1Z2:1e From VMSECURE: 13:41:1g VMHATE1IZalTI Agent TESTCE1O has connected.
14:12:16 From VMSECURE: 13:471:22 VMHXOFGOO0Z2T WVM:Secure initialization complete
on 10/15/09.
14:1Z2:1e From VMISIECURE: VMAESYZ04zZ7W UTnable to autolog AUTOLOEZ, CP return code
5G
1l4:1Z:16 USER D3C LOGOFE &A= AUTOLOEZ UISER=S = 29 FORCED BY SYSTEM
l4:1Z2:18 GRAFR ooZ4 DISCONMNECT VMIECURE UIER=S = 29
14::12:16 From VMIECURE: 13:58:04 WVMHRXBOT39T 2 dynamic REBUTILD has started.
Directory maintenance activity is suspended until complete.
l4:-1z:16 From YWMSECURE: 13:58:04 VMHXRXBOO&S5T Directory contains 193 users, 9
profiles and 6 pool members on 94 padges.
14:12:16 From VMSECURE: 13:58:04 VMHXRMBOZS4T The directory contains 1260 total
pages. 1166 pages are avalilable for use.
14:12:16 From VMIECURE: 12:58:04 VMHRHEBO740I The dyvnamic REBUILD has completed.
Directory maintenance activity will now resume.
l4:1z:16 From YVMSECURE: 14:0Z:58 VMHAXRXBOT39I 2 dynamic REBUILD has started.
Directory maintenance activity is suspended until complete.
14:12:16 From WVMIECURE: 14:02:59 VMHXRXBOO6S5T Directory contains 193 users, 10
profiles and & pool membsesrs on 94 pages.
l4:1z:16e From WMSEECURE: 14:0Z:59 WVMHARXXECOZS94T The directory contains 1260 total
pages. 1lea pages are avalilable for use.
1l4:12:16 From VMSECURE: 14:02:59 VMHRXXBOTA0I The dynamic REBUILD has completed.
Directory maintenance activity will now resume .
SYSTEM Window
ViewwPretw 4= RemvLine Remv 211 Retrieve
Repaeat 10= Print Expand Remv Too
MATNOPER

FIJr




Review window shows LOGON/LOGOFF
messages logged that are not displayed in
SYSTEM window

REWIEW o000 29 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 14:-14
VMYREYVO1L191D Reviewling: 091015 SYSLOG Forward scrolling.
14:1Z2:16 OPERATOR *3 SRAF LOO40 TLOEOFEE AS SMEREP AT USERS = 29

l4:12:16 WMSECURE *1 14:02:58 VMHXRHXBOT729STI 2 dynamic REBUILD has started. Direc
14:-12:18 WMSECURE . ... e.

1l4:12:16 WMIECURE *1 14:02:59 VMHRHBOOGST Directory contains 192 users, 10 pro
14:1Z2:16 WVMSECURE *1 14:02:59 VMHRHXBOZ94T The directory contains 1260 total pa
1l14:1Z2:16 WVMSECURE *1 14:02:59 WMHXRXBOT740IL The dynamic REBUILD has completed. D
14:1Z2:1e OPERATOR *3 SRAEF LO0O41 LOGON PN SIMEREP A T=zERS = 30

14:-1Z2:1n OPERATOR *3 ERAF LOO41 TLOSOFRE AS IWMEREER A TUsSERS = 29

14:-12:41 OPERATOR *3 SRAE LOoO04Z2 LOEON A5 SIMBERP AT USERS = 30

1ld4:-:1=2:41 OPERATOR *3 SRAER LO04Z LOSORE AS S ER A UIER=E = 29

14:1Z2:50 OPERATOR *3 SRAEF LOO0O43 LOEDN A5 SIMEREP AT TUsERS = 30

14::12:51 OFPERATOR *3 SRAEF LOo0O43 LOSOFRE AS SMEREP AT TUSERS = 29

FF System Review

1= Refraesh Return 4= PrevHour 5= MNextHour Retrieve

7= Baclkward Forward = Extract 10= A1tCtPFkeyw 1l1l= Lefl Right
VMYREVO1Z0R Enter search string: MATNCOPER

Connected ko b orn pork 23 MU




MAINOPER SYSTABLE definitions for LOGON
and LOGOFF messages

testcp7 witl

MAETNOFPER SYSTARLE Trunc=80 Slze=66 Line=Z20 Col=1 Alt=0

* Top of File * = =

Suppress displaying various CP LOGSCON, AUTCOLOG, DIALED, DROPPED,
DISCONNECT, RECONNECT and LOGOFE (exceplt when Lorced) messages.
MES * *32 % R1I0O.3 =T'LOSON AST
M= 3 =TAUTO LOEON T
M=S= =3 E10.3 TDIALED TOT
ISNORE M3 & =3 H10.3 "TDROEP FROMT
TENORE MS & 3 HE10.23 TDECONNECT T
I ENORE MS = =3 E10.3 "TRECONMNBECTT
I ENORE H10.3 TLOSORE ASY 30 aT"EFORCET

X BE D I T 1 File

FIJr




Multiple Consoles

> Challenge:
= Need for customizable console based on role
= Tape Operators need console for tape messages
= z/VM System Programmers need an OPERATOR console
= Linux Administrators need a Linux console
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Multiple Consoles

> Solution:
=  With CA VM:Operator you can:
— Define multiple consoles
— Define what should run on the consoles
— Define processes associated with a console
- Define spool and printer used by the console
= Define temporary operator consoles

- View activity and enter operator commands from own
terminal

= Share common console definitions including:
— Processes
— Program function key settings
— Color settings
— Reserved window text lines
= Operator and Linux consoles discussed more in next sections
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Operator Consoles

> Challenge:

= Need to watch message activity and enter commands for
several different user IDs from one console.
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Operator Consoles

> Solution:

= CA VM:Operator can simultaneously use any number of
consoles

= Using CA VM:Operator, multiple windows are usually
defined to run on consoles

= Using CA VM:Operator SECUSER windows, monitor and
control activity on disconnected virtual machines
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SYSTEM window showing Linux startup
messages

=3 B « a | B v |k =i | [al [Rz [Ra -
SYSTEM 27 Usaers WM Operator on OPERATOR{(TESTCZET ) Thu 150ct0% 1200
VMY INTOOO&eT O0.001 Readsy s
12:00:32 LINXIBMDS =/ WS 4.0 Z2009—-01-20 1&:05
1Z2:00:323 LINXTIEMDS VM ACTOOS8T COFP command TSPOOL, SCUWIO1T T acocepted by NORULE
defaul t. _
12:00::33 LMNXIBMDS THere is no rule governing this request.
12:00:232 LKNXIBMDS DMSACP11Z28 Zi{Z200) device srror
12:00::32 LIMNXIBMDS DMSFORGOZERE FORMAT will erase all files on disk Z(200) . Do oLl
wWwish To continue? Enter 1 (YES) or O (INO) .
12:00:22 LNAXIBMDS DMSEFORGOSE Enter disk lakbhel :
12:00:233 LMNXAIBMDS DMSFORV32T Formatting disk =
1Z2:00:332 LINXIBMDS DMSFORTVE2TI 409600 FB-512 blocks formatted on Z(200)
12:00:22 LNAXIBMDS Just one momernt. .. .
12:00:332 LINXIBMDS HCPDTVO40E Device 00CA do=ss not exist
12:00:332 LINXIBMDS 01920 0191 019D 019E DETACHED
1Z2:00:34 LINXIBMDS zIPL wv1.8.0 interactive boot menu
12:00:24 ILKNXIBMDS
12:00:24 ILKNXIBMDS
12:00:24 ILKNXIBMDS
12:00:24 ILKNXIBMDS
12:00:24 LINXIBMDS
12:00:24 LINXIBMDS
12:00:24 LINXIBMDS
12:00:24 LINXIBMDS MNote: VM users please use "H#op i vmsg <numbhers>
<kernel —parameters>"
0024 LINXIBMDS
24 ILINXIBMDS Please choose (default will kbhoot in 10 seconds) :
44 LIMNHIBMDS Booting default (Lirnusx) ...
SYSTEM Window
ViewPrew d= RemvLine Retrieve
Repeatl 10= Print Remwv Topo
MATITNOPER

LR iz E

0 Adefault (Lirnax)

1 Linux
z ipl
3 Fail=safe




SYSTEM window showing Linux startup
messages

O00% 28 Users VM Operator on OFPERATOR (TESTCET) Thu 15Oct09% 1Z2:=:001
1z2:01:14 LINXIBMDZ= Freeing unused kernel memory: 196k Lreed
12:01:14 TLNHATIBMDS doing fast boot
1Z2:01:15 LWXIBMDS Creating device nodses with udew
12:01:15 LINXIBMDS ndevd wversion 1Zg8 =started
12:01:1e LNXIBMDZ= dasd(eclkd) : 0.0.0Z2Z01: 2390/,0C2(CUJ:2990,/,01) Cvwl1l:333238 Head:1:%
Sec:iZz4
1Z2:01:1e LNXIBMDZ= dasd (eclkd) 0.0.0Z01: (4kB Ibhlks) ZA402260kEB at 48kB/Ltrk linux
disk lawvout
1Z:01:1e LNXIBMDS dasda:CMs1 )/ SLE=S11: dasdal
1Z:01:17 LNXIBMDS Boot logging started on Jdev,/LtyS0(/dev/console) at Thu Oct
15 le:0l:1z2 Z0oO0O9%9
12:01::17 LNHATIBMDS Waiting for device /Jdev/disk/bvyv—path/ccw—-0.0.0Z201-partl to
appear: ok
12:01:17 LNXIBMDZ= fsck 1.41.1 (0l-Sep-—-2008)
12201217 LWNXIBMDS: [/=shin/fesck.ext2 (1) —— /] feclk.extl —a
Sdev/disk/byv—path/cciw—0. 0. 0201 —partl
12:01:17 LNXIBMDS: /Jdev/,disk/by-path/ccw—0_.0.0201l-partl: clean, 7024,/150480
files, 75657/6008327 blockskjournald starting. Commit interval 5 seconds
12:01:17 LNXAXTIBMDS EXT3 F3 on dasdal, internal Journal
1z2:=:01:17 LNXIBMDS EXT2—-—L£s5: mounted fililesvstem with ordered data mode.
12:01:17 LNXIBMDZ=
12:01::17 LNXAXTBMDS fack succeeded. Mounting root dewvice read—write.
12:01:17 LINXIBMDS Mounting root Jdev/disk/byv—path/ccw—-0.0.0201l-partl
1Z:01:17 LNXIBMDZ: mountc —O Iw,acl,usesr xatir —14 exit3
JSdev,/disk/by-path/cciw—0.0.0201-partl /root
01:18 LNXXIBMDS: mount: can't find /root/proc in Setoc,/fstab or Jeto/mtab
0O1:=:18 LMNXAIBMDS: version Z.86 bhoolbling
SYSTEM Window
ViewwPretw 4= RemvLine Remv 211 Retrieve
Repaeat 10= Print Expand Remv Too

FIJr




SECUSER window showing Linux startup
messages

LIMNXIEBMDS OQ0O00% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09%

WVMYSECOOS4I SCIF userid: LNXIBMDS Sttatus: RUNNING
Jdev/disk/byv—path/cciw—0.0.0202—-partl: clean, 852481,/1504350 files,
kjournald starting. Commit interval 5 seconds

EXT3 S on dasdbl, internal Journal

EXT3—-f=s: mounted filesvyvstem with ordered data mode.

. .done. .dones
Mounting local file svstems. . .
Jproc on Jproc type proc (W)
sv=slfs on Jsves Lyvpe sysLs (Dw)
delbugfs on JSsvys/ kernel/debug tyvpe debugfs (1w
udesw on JSdev Type Ttmpfs {1mF)
devpts on Jdev,/pts tvpe devpts (rw,mode=0620,gid=5)
Sdewv,/dasdbl on Jusr Ltyvpe ext3 (rw,acl,user xatitr)
. -done B
fuse init (APT wversion 7.9)
Loading fuse module . .done
Mounting fuse control filesvyvstem..done
Tnable to find swap-—space signature
Activating remaining swap-—devices 1in Jetc/f=tab. ..
. -failed
Creating Jvar/SlogS oot imsg
. .done
Turning Jguota on
Checking quotas. This may take some time.
. -.done
Setting current svyvschbtl status from Jetbto/s/syschbl.oconf..done
LINUXID Windois
ViewtMain
Repeat Print

1zZz:01

452207 ,/6008237 b

Fetrieve
Remwv Topo

FIJr

MATINOFPER




SECUSER window showing Linux startup
messages

LIMNXIEBMDS OQ0O00% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1zZ2:01
WVMYSECOOS4I SCIF userid: LNXIBMDS Sttatus: RUNNING
Jdev/dasdal: Device or resource bhusy
swapon: Jdev,/dasdcl: Invalid argumsent
- .failed
ITINTIT:
Fntering runlevel : 5
Boot logging started on Jdev,/LCLvyvS0(/dev/con=sole) at Thu Oct 15 12:01:33 2009
Master Resource Control: previous runlevel: N, switching to runlevel: 5
Trnitializing random number Jgenerator..done
Starting D—Bus daemon
. -done
TLoading CPUFreq modules (CPUFreq not supported)
Starting HAL dasmon
. done
Setting up (localfs) network interfaces:
lo
lo IP address 1z7.0.0.1/8
IF address 1z7.0.0.2/8
. -done etho rname OsSAa Express Network card (0.0.0c00)
etho IFP address 141 .202.200.9/,24
. .done
Setting up service (localfs) network
Starting svslog services
. -done
Starting rpchind
. -.done
Not starting MNEFS client services no MNES found in Jete/f=tab: . .unused
LINUXID Windois
ViewtMain Retrieve
Repeat Print Remv Top
MATINOPER

mJra




SECUSER window showing Linux startup
messages

LIMNXIEBMDS OQ02% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1zZ2:0Z2
WVHMYSECOO54T SCIFEF userid: LNXIBMDS Slhaltus: RUNNING
TP address: 127 .0.0.2/8
. -done eth0 name: OIS4A Express MNetwork card (0.0.0c00)
eT”ho TP address: 141.202.Z200.9/24
- -done
Setting up service (localfs) network
Starting svslog services
- -done
Starting rpchind
. .done
Not starting MNEFsS client services — no MNES found in Jetoc/s/fstab: .
Starting service xdm
. .done
Starting httpdZz (prefork)
. odone
Starting irgbalance
. sUunused
Starting MName Service Cache Dasemon. .failed
Starting java.binfmt misc ..done
Starting mall service (Postifix)
- -done
Setting up (remotefs) network interfaces:
Setting up service (remotefs) network .
Starting smartd .. .unused
Starting CRON dasemon
. .done
Starting S35H dasmon
LINUXID Window
WiewkMain RPetrieve
Repeat Print Remv Top
MATNOPER

mJra 12:01:46 |IB

\




Linux Consoles

> Challenge:

35

Need to view console activity for Linux guests
Need to enter commands to Linux guests

Need to login to a Linux user IDs without revealing passwords on
screen or system log
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Linux Consoles

> Solution:

= Use CA VM:Operator SECUSER windows to manage your
disconnected Linux guest

= Send commands to disconnected Linux machines

= When a SECUSER window is defined for a Linux virtual machine,
you can login to root or other Linux user

= SECUSER windows can suppress password display and logging
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SECUSER window showing Linux startup
messages at initial Login:

LINXTITBMDS

VMYSECOO54T SCIF userid:

- sdone

Starting
- -unused
Starting
Starting
Starting
. .done

Setting up
Setting up service

Starting
Starting
. -.done
Starting
. -done
Starting
. .done

Master Resource Control:
Failed services=s in runlewvel 5:
Skipped services in runlevel 5:

Welcome Lo SUSE Linux Enterprise Server 171
Welcome Lo SUSE Linux Enterprise Server 11

Inxikbmds

00Z2% 28 Users VM :iOperator on OPERATOR(TESTCET)

LINATBMDS Sttatus: RUNNING
irgbalance

MName Service Cache Daemon. .failed
Java.binfmt misc ..done
mail =service (PostLix)

(remotefs) networlk Interfaces:
({remotelfs) network .
smartd . .unused

CRON dasemon

S2H daemorn

THNET sSservices. (zi1lnetd)

runlewvel 5 has beon reached
[80Z [11lDomscd

[B80C

(=390x) —
(=390x) —

logirn:
LINUXID Window
WViewhMalin

Repeat Print

Thu

150ct0S 1z:0Z2

[37Dnfs irg balancer smartd splash

Kernel Z.o.27.1%-5—-—defaull
Kermel Z.o.27 .1%9-5—-—default

Fetrieve
Remwv Topo
MATNOPER

FIJr




SECUSER window for Linux ID: Logging
into root with VM:Operator password

LIMNXIEBMDS OQ02% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1zZ2:0Z2
WVHMYSECOO54T SCIFEF userid: LNXIBMDS Slhaltus: RUNNING

. sUunused

Starting MName Service Cache Daemon. -failed

Starting Java.binfmt misc ..done

Starting mail service (Postfisx)

. .done

Setting up (remotefs) network interfaces:

Setting up service (remotefs) networlk .

Starting smartd . .unused

Starting CRON dasmon

- -done

Starting 285H daemon

. .done

Starting INEBET services. (zlnetd)

. odone

Master Resource Control: runlevel 5 has been reached

Falled services in runlewvel 5: [80C [l1llDnscd

Skipped services in runlevel 5: [B0C [27Dnfs irg balancer smartd splash

Welcome Lo SUSE Linux Enterprise Server 11 (2390x) — Kernel Z.6.27.19-5—default
Welcome to SUSE Linux Enterprise Server 11 (290x) — Kernel Z.a.27.189-5-default

Inxibmds login:
root

LINUXID Windois
ViewtMain Retrieve
= S= Repeat Print Remv Top
Enter password: MATNCOPER

FIJr




SECUSER window for Linux ID: Logging
into root Password masked with ***x*

LIMNXIEBMDS OQ02% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1Z2:023
WVHMYSECOO54T SCIFEF userid: LNXIBMDS Slhaltus: RUNNING

- -done

Setting up (remotefs) network interfaces:

Setting up service (remotefs) network .

Starting smartd ..unused

Starting CRON dasemaon

. .done

Starting 22H daemon

. .done

Starting INET services. (zlnetd)

. - dorne

Master Resource Control: runlevel 5 has bheen reached

Falled =services in runlevel 5: [80C [1llDn=scd

Skipped =services in runlevel 5: [BO0C [37Dnfts irg balancer smartd splash

Welcome Lo SUSE Linuxx BEnterprise Server 11 (2390x) — Kernel Z.6.27.19-5—-default
Welcome Lo SUSE Linux Enterprise Server 11 (2390x) — Kernel Z.6.27.19-5—default

Inxibmds login:
root

ooz
EEFHRIEEEFS

Last login: COct 12 10o:0%:Z21 EDT Z00% o tTtwsS0

LINUXID Window
WViewMain Retrieve
Repeat Print Remv Top
MATHNOPER

FIJr




SECUSER window for Linux ID: Entering
Linux command on root

LIMNXIEBMDS OQ02% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1Z2:023
VMYSECOO54T SCIE userid: LINXIBMDS SCatus: RUNNING
Welcome to SUSE Linux Enterprise Server 11 (290x) — Kernel Z.o.Z27.19-5-default

Inxzibmds login:
root

ooz
EXRIFTXREEERESX

Last login: Mon Ockt 1Z 10:09:21 EDT ZO09 on LLotysS0o
Inzikbmds:~ #
1l=s —1
l= -1
total 100
12z 10:05 .kbash history
AriEr—33r—3x 28 l14:=:2&a .conftig
—IW— I ——I—— 23 Z005% .exrc
28 14:132 .Jgnupg
21 15:40 .mc
a5 1212 .swp
21 08:00 .Ttherc
& 12:13 .wviminfo
Arwxr—xr—== 28 14:42 .wnc
—rW—r——r—— 28 14:4Z2 autoinst.xml
AT T —3= 1T —52 20 2009 bin
Arwxr—xr—x= 28 12:19 inst—svs

LINUXID
WViewhMalin Fetrieve
Repeat i Remv Top
MATNOPER

FIJr




Temporary Operator Consoles

> Challenge:

= System Programmers spread across the country and they need
to access the system console

= Cost prohibitive and impractical for systems programmers to go
the data center

= Doesn’t make sense to hire systems programmers that are
located locally
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Temporary Operator Consoles

> Solution:
= CA VM:Operator’'s 'I AM OPERATOR’ (VMYIAMOP)
— View activity and issue operator commands
- No need to go to data center

= Provides access to all CA VM:Operator windows from CMS user
console

= All commands and responses recorded in system log

42 How to Automate Common z/VM and Linux on System z Tasks Copyright © 2011 CA, Inc.



I AM OPERATOR (VMYIAMOP)

Iyl amop
RUNIMNIING

FIJr




I AM OPERATOR

SYSTEM 54 Users Thursday 150ct0S

Svstem Window
WiewPrew 4= RemvLine Remwv 2171 Retrieve
Repaeat 10= Print Expand Remv Too
LMNHAMATHNT

FIJr




Automation

> Challenge:
= Need for z/VM and Linux automation
— Take automated action or response for events
= Need to automate repetitive tasks
— Eliminate human error
= Notification such as emails for serious events
— Linux guest unexpectedly reboots

— Disk space fills up because a mail queue on Linux was not
cleared

— Denial-of-service attack has been detected
- Backup failed
— Tape mount was never satisfied
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Automation

> Solution:
= CA VM:Operator Action Routines

= Action routines perform a specific action when a message is
received

— routines can be REXX EXECs, macros, modules, etc.
= These routines can:

— issue commands (CP, CMS, Linux, email, etc)

- trap and examine messages

- perform a variety of complex functions

— spawn or call other action routines
= Action routines complete z/VM and Linux automation
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Access Multiple Sessions

> Challenge:
= Need to logon to a user ID from my z/VM 3270 session.
= Need to log on and off many user IDs
= Impractical to use a 3270 emulator window for each user ID
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Access Multiple Session

> Solution:

= CA VM:Operators’s Session Support Facility provides access to
multiple user IDs or 3270 applications from a single console

= Prevents having to use another terminal
= The Session Support Facility lets you:

— Switch between sessions just by pressing a PF key or
issuing a command

— Notify operators of important messages received on a
session

— Watch events occurring on a session being displayed on
another console

— Simulate actions of keyboard and control session without
human intervention

— Run commands on another session that may be disruptive
to operator console
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SESSIONS screen

testcp7 witl

SESSICONS 00Z2% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1zZ2:04
Session Ldew Last Scraeen Status Return: IYSREQ Toggle: PE3
MName Address Viewed Updates Tnformation Baclk: PEI1 MNe=t: PEZ
SESSTON1 LO10 1l&a Logon Reconnect of NEWID took 2.85

SES=IOoNZ LOo11 1la Logon Reconnechkt of NEWID1 toolk 3.70

SESSICNZ LO1Z 1 Sample session 3

SESSTON4 LO13 1 Sample session 4

LI 0 LINXLOGON DIATLOG completed, RC= 0.

Ses=sions Window
ViewhNesxt Refresh WiewkMain RPetrieve
Backward Forward Repeat Print i Cur=sor
MATNOPER

FIJr 12:04:11 |IB
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SESSIONS screen

testcp7 witl

SESSICONS O01% 28 Users VM :iOperator on OPERATOR(TESTCET) Thu 15Oct09% 1zZ2:05
Session Ldew Last Scraeen Status Return: IYSREQ Toggle: PE3
MName Address Viewed Updates Tnformation Baclk: PEI1 MNe=t: PEZ
SESSTON1T LOol10o 1l&a Logon Reconnect of NEWID took 2.85

SES=IOoNZ LOo11 1la Logon Reconnechkt of NEWID1 toolk 3.70

SESSICNZ LO1Z 1 Sample session 3

SESSTON4 LO13 1 Sample session 4

LINUX 0 Terminated. . .

VMYLSDOO27TI Session LINUX on LOO1LS has bheen terminated.
Sessions Window
ViewhNesxt Refresh WiewkMain RPetrieve
Backward Forward Repeat Print i Cur=sor
MATNOPER

FIJr




Linux Syslogd and Syslog-ng Support

> Challenge:

= Need to consolidate messages from SYSLOGD, SYSLOG-NG and
z/VM into a single log

= Need messages stored on Linux or z/VM
= Need proper formatting of messages
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Linux Syslogd and Syslog-ng Support

> Solution:
= CA VM:Operator can interoperate with the Linux SYSLOGD or
SYSLOG-NG

= CA VM:Operator can send selected messages to a specific Linux
host running a central collecting SYSLOGD

= CA VM:Operator acts as a SYSLOGD collector by receiving
SYSLOGD or SYSLOG-NG messages from other Linux hosts

= Messages are modified to conform to CA VM:Operator formatting
standards
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Review window showing syslog-ng
messages collected by VM:Operator

REVIEW

VMYREWYO1251T Rewviewlndg:

1z::27:58
1z:27:58
1zZ:27:58
122758
1Zz:27:58
1zZ:27:58
122758
1Zz:27:58
1zZ:27:58
1lz:z27:58
1zZ2:27:58

1z:27:58
1Z2:=:27:58
12:27:58
1z2:27:58
1z2:27:58
12:27:58
1z2:27:58
1z2:27:58
12:27:58
1z2:27:58
1z:27:58
1z2:27:58
12:27:58
1z:27:58
PEF =et 1
1= Top

7= Baclkward
VMYREVO1LZOR

Connected ko b

0D00%

LMNXTBMDS
LINXTBML=
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LINATBMDZ=
LIMNXTBMDS

LNAXTBMDEZS
LMNXTBMDS
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDS
LINATBMDZ=
LMNXTBMDS
LINXTBMD=
LNAXTBMDEZS

Refraesh
Forward
Fnter secarch string:

29 Users

=3
w3
=
w32
=
="
w32
=
w3
3

=3
=3
=3
=3

VM o O p =2 r a tto oo r Thursday 150ct0oS 12:29
0291015 SBYELOG Forward Scanning Lfor: DARNMO
daemon.notice svslog-—ng[1304] @ svslog-—ng starting up; ver
daemon.err svyvslog-—ng[l2304] @ Connection failed:; error=%\TCo
news .1nfo smartd[1492] @ smartd 5.29 Z0o0g8-10—-2Z24 ZZ:332 [s539
8 by Bruce Allen, http:// smartmontoocls.sourceforge . net
news .1nfo smartd[14%2] Openaed configuration file Jetoc,/sm
news .1nfo smartd[ 1492 Drive: DEVICESCAN, implied NT-—a™r’
news.info smartd[1492] Configuration file Jetc//smartd.co
news .crit smartd[14S2] FProblem creating dewvice name scan
news .crit smartd[1492] In the sysktem™'™s Ltable of devices
news ..info smartd[ 1492 Unable to monitor any SMART enall
mail.info postflx/postflx script[1518] @ starting the Pos

locald.info Jusr/sbin/cron[l5329] : (CROMN)
nucp.-.info sshdl[1557] @ Server listening on O0.0.0.0 port 22
tacp.-.infao sshd[1557] @ Server listening on = : port 220
news .deblug x2xinetd[1558] @ Reading included configuration
line=2a]
news - debug xinetd[1558]
hargen—udp] [line=14]
news . debug xinetd[1558]
e=15]
news .deblug x2xinetd[1558]
me ] [line=16]
news .- debug xinetd[1558]
avitime—udp] [line=14]
.debug =2inetd[1558]
System Review
Return d= PrevHour 5=
Extract 10= A1tPFkey 11=

STARTUER (W5 .0)

Reading included configuration

Roeading included configuration

Reading included configuration

Reading included configuration

Reading included configuratiocon
Retriewve
Right

MATHNOPER

MNextHour
Lef iz

MM




Review window showing syslog-ng
messages collected by VM:Operator

REWIEW 000 289 Usaers
VMYREWYO1251T Rewviewlndg:

1Z2:30
DA RO

VM o O p =2 r a tto oo r
021015 SY3ILOG

Thursday 150ct0oS
Forward Scanning for:

1z::27:58
1z:27:58
1zZ:27:58
122758
1Zz:27:58
1zZ:27:58
122758
1Zz:27:58
1zZ:27:58

LMNXTBMDS
LINXTBML=
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS

1oces] [1limne=14]
news . debug zinetd[1558)]
] [line=14]

news . debug xinetd[1558]
1rne=17]

news .deblug x2xinetd[1558)]
—1u1dp ] [line=15%]
news - debug xinetd[1558] :
=e=15]

Readindg
Reading
Reading

Reading

Included

Iincluded

Included

Iincluded

configuration
configuration
configuration

configuration

1lz:z27:58

H zinetd vVersion Z2.2.14 started
1z2:-27:58

Started working: 2 awvailable =

LINATBMDZ=
LIMNXTBMDS

news .notice xinetd[15532]
news ..notice xinetd[ 1558

1z:27:58 LNXIBMD:=
1222758 LMNXEXIBMDS
12:27:58 LWNAXTIBMDS
1zZ2:27:58 LNXIBNMDS
1z2:27:58 LNHXIBMDS
12:27:58 LWNAXTIBMDS
1zZ2:27:58 LNXIBNMDS
1z2:27:58 LNHXIBMDS
12 :27:58 LMNAXIBMDS
1Z2:27:58 LNXIBNMDS
1zZ:27:5228 LNXIBMDZ=
12i27 58 LWNXIBMDS
12:27:58 LMNAXIBMDS
1zZ2:27:58 LNXIBMD:=
PEF =seot 1

1= Top

7= Baclkward
VMYREVO1LZOR

failed:
fTailed;
fTailed:;
failed:;
failed:
fTailed;

crror=NTCo
crror="=4"4TCoO
error=>TCZo
crror=%NTCo
crror=%\TCo
error=>»TCZoO

Connectlion
Connection
Connection
Connection
Connectilion
Connection
Connection failed:; error=%\T'Co
Connection falled; error=>:\TCo

Log statistics; dropped=%\'tc
processed=%Tcenter (recelved)=42%", proce

dasmon ..err
daemon .err
daemon .aerr
daemorn .err
dasmon .err
daemon .aerr

syvslog-—ngl[1304]
syvslog-—ngl 1304]
svyvslog-ngl[1304]
svyvslog-—ng[1304]
syvslog-—ng[1304]
svslog-ng[l304]
daemon.err svyvslog-—-ngl[l304]
daemon.err svslog-ngll1l304)]
daemon.info syslog-ngll304] :
er {(gqueued) =423 T,
Y=420NT
daemon.err svyvslog-—ngll304)]
daemon.err svyvslog-ngl[l304]
daemon.err syslog-—ngl[l1l304]
System Review

Refresh Return 4= PrevHour 5=

Forward Extract 10= A1tPFkey 11=
Fnter secarch string:

arror=4%TCo
error=>TC_ZoO
crrorp=-"TC

Connection faililed:;
Connection faililed:
Connection faililed:

Petrieve
Right
MATNOPER

MNextHour
Lef iz

Connected ko b orn pork 23 z MU




Review window showing syslog-ng
messages collected by VM:Operator

REVIEW

0D0Z2%

zZ8 Users

VMYREYVO1191T Reviewlndg:

1227146
1z2:27:58
1z2:27:58
1z2:27:58
12:27:58
1z2:27:58
1z2:27:58
12:27:58
1z2:27:58
1z:27:58
12:27:58
1z2:27:58
1z:27:58
1Z2:=:27:58
12:27:58
1z2:27:58
1z2:27:58
12:27:58
1z2:27:58
1z2:27:58
12:27:58
1z2:27:58
1z:27:58
12:27:58
12:27:58
1z:27:58
PEF =et 1
1= Top

T=

Connected ko b

Baclkward
VMYREVO1LZOR

MY ST RT
LINXTBML=
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LINATBMDZ=
LIMNXTBMDS
LINXTBMDZ=
LNAXTBMDEZS
LMNXTBMDS
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDZS
LNXTEBMDSZ
LINXTBMDS
LINXTBMDS
LINATBMDZ=
LMNXTBMDS
LINXTBMD=
LNAXTBMDEZS

Refraesh
Forward
Fnter secarch string:

o005
w3
=
="
=
="
w32
=
w3
3
=
=
w3
w32
=
="

Thu 150cit0% 12:35
Backward scrolling.-

VM Operator on VMYGUIRT (TESTCET)
02101ls =Y23LOoGE
CA39115T - ILMP input: F
daemon .notice syslog-—ngl[l204] :: svyvslog—ng starting up: ver
daemon.err svyslog-ng[l304] @ Connection failed:; error=%\TCo
news .info smartd[1l492] : smartd 5.39 2Z0o0o8-1l0-24 22:33 [=39
8 by Bruce 2llen, http:// smartmontocls.sourceforge.net
news .1nfo smartd[ 1492 Opened configuration file Jfelbtc/sm
news.info smartd[1492] Drive: DEVICESCAN, implied “N"—ah'’
news .1nfo smartd[14%2] Configuration file Jetoc/smartd.co
news .crit smartd[1492] Problem creating device nams scan
news .cocrit smartd[l1492] In the svstem™'™=s table of devices
news .1nfo smartd[1492] : Tnable to monitor any SMART enalkl
mail.info postfixzs/postfix—script[l1518]: =starting the Pos
mail.info postfixs/master[151%9] : daemon started versliorn
locald. info Jusr/sbhin/cron[l1539] = (CRON)Y STARTUPR (W5 _0)
tucp.-.infao sshd[1557] @ Server listening on 0.0.0.0 port =22
nucp .-.info s=shd[1557] @ Server listening on port ZZ.
news . debug xinetd[1558] @ Reading included configuration
line=2a]
news .deblug x2xinetd[1558)]
hargen—udp] [line=14]
news .- debug xinetd[1558]
=e=15]
news . .debug xinetd[1558]
e [1lime=1 8]
news . debug 2inetd[1558]
avitime—udo] [line=14]
System Review
Return 4= PrevHour 5=
Extract 10= A1tPFkey 11=

Reading included configuration

Reading included configuration

Reading included configuration

included configuration

Petrieve
Right
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Remote z/VM Systems

> Challenge:

= Need to issue operator commands to a number of remote z/VM
systems

= Need to issue remote operator commands at the same time
= Need to issue remote operator commands from one place
= Need to route messages to remote systems
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Remote z/VM Systems

> Solution:

= Remote CA VM:Operator Support (RVS) can issue commands on
remote z/VM systems

= Commands respond and behave as if they are being issued
locally

= Messages can be routed to specific CA VM:Operator systems for
processing
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RVS: REMOTE command from CA
VM:Operator SYSTEM WINDOW

system [

SY S TEM 000% le Users
DA 0OAFE CP OSYSTEM VMY IESEL

VM Operator on OPERATOR (ZWMe10)

a

DAL OFAR CFP OSYITEM PAVATR 0

VMYINIOOOSET O.000 Ready:
rvs Juery

Enalbled

Enakbled
VIMYINIOOOaeT O0.000 Ready;
remotte zZzvmS30 cp O names
WMRMATNT —LO0O0Z, SUIRITIO1
VEMREOTN - DEC , IMLETOL
WAMWORK1L — DSC , VSPSERW
RECESDNE - D=zC , PORITMAPRP
TCEITFR - D=, WMHSO0003
VMSECURE — D, OPERATOR
SEM - TCEPIF
VIMYINIOOOSI 00000 Ready;
remote zvmS40 <cp J names
VMPMATT — DO, CATMATRNNT
WVIMTAPE D3C LOGNOO0OS
EMREOT D= WENWORRKE
VEPRPSERW D= REC=DNNS
TCPELIP DsC VMG 0002
DT SKACHT D=C OPERATOR
EM — TCPIPR
VIMYINIOOOeI 0.000 Ready:

WriteCtr

Readltr

WIMWEER S RYW
WVWENMWORRKZ
VHMEERWS

FTPEZERWE
M S 0002

VIMES BPOOL
IMLSTOL

WVESMWORK L
FTESERVE
WIS OO0 1

LOGNODO9
R=ECS
NI E =
S

M SO0 0

WMBACKUPR
WEMPROMTY
R=2C5

(=

Thiu 150ct0S

SYSTEM Window
WisewPrew d= RemvLine
Repeat 10= Print

Fetrieve
Fermwv Too

Remwv 211
Expand

FIJr




Using REMOTE commands from a user

system C

Vs Jgquerys
WriteCtr FReadltr

Ernakbled

Ernakbled

O.01,/70.01 11:20:40
operator remote ZvmbI20 op Jguery names
WMEBMATINT —L0O0O0OZ2, SUIRIOL —Looo4d, YWMWEBSEW
VEMBREOIN — DSC IMLETOl - DsC , WEMWORKZ
WEMWORKL nsc VEPSEERW - D= , VMEERWSE
ESC=sDINS - D= PORTMAP - D= , FTPSERVE
TCPIP - DSC VMXE00032 — DSC , WVMXS000Z
WVMEERECURE — DSC OPERATOR —-LOOOC
s - TCPIFP
Ready; T=0.01,/0.01 11:20:47
operator remote zZvmb4d0 Cop Jquery names
WVMEMATNT — DSC CATMATINT nsc , YWMSPOOL
VMTAPERE - D= LOGHNOO09 o009, IMLSTOL
VEMBREOIN — DSC WEMWORKZ D=EC , VEMWORKL
VEPSERW - DS ESCsSDINS nsC , PFTPEERVE
TCEFIP - DS VMHSO0002 DsEC , WMHS0001
DISKEACHT — DSC OPERATOR oozz
WS - TCPIP
Ready; T=0.01,/,0.01 11:20:52

LoGHNooOSD
EsCs
NI E S
SCs
VIMHSOO001

WIMBACEKUP
WEMEPROXY
EsCs

=CS
VMEECURE

RUNINING ZVHMe1l O

311 ML 11:20:44 [T

\




Conclusion

VM:Operator™ PROVEN

DELIVERS TECHNOLOGY

> Increased Event > Automated
Productivity ] Actions

> Increased Automation fOI" > Message
Efficiency z/\VVM and Linux Filtering

> Improved > Multiple
Auditablity Consoles
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Questions and Answers

ai

4

ca.com/mainframe/linux

Visit

today!
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